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OpenText™ Tableau Forensic
TD4 CE 23.1

Accelerating the pace of
standalone forensic
acquisitions

* Intuitive graphical user interface with touch screen display for
ease of use

* PCle hot-swap for improved efficiency: an industry first

* Fast, efficient targeted acquisitions with logical imaging

* Forensic integrity with wipe, format and encrypt options for
destination media

* Compact form factor for on-scene portability
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OpenText™ Recover CE 23.2

CARBONITE' | Recover cE 23.2
a1 OpantEt Company

Enable flexibility in your
dlsaSter recovery planS Wlth LH'LOA'?DJaLabALH\DbHDI?LN
public or private cloud choice

* Reduce the risk of lost productivity and revenue

* Improve staff efficiency through greater automation and
orchestration

* Manage diverse environment through a single console
 Eliminate the expense of a physical disaster recovery site

* Work your way with the choice of public or private cloud
storage

S —
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OpenText™ Core Application Security (Fortify) Insight CE 23.4

Enterprise AppSec
posture management in
a single pane of glass

Security
Executives

App!ication
Security

= Developer
Management

Business
Owners

* Aggregate data from multiple AppSec
sources and tools

« Easily combine data sets into actionable
dashboards

_ _ _ _ PEN TESTS
* Increase efficacy with Testing at the right

time, in the right order with advanced AppSec
reporting

=

External
Reporting

* Focus on what’'s most important, while
enjoying the benefits of modern advanced
filtering
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OpenText™ Core Data Discovery & Risk Insights (Voltage Fusion) CE 23.4

Data discovery powers I ——
protect lon, com P llance and risk
management
- —
* Discover and classify data across all repositories m =
* Gain visibility and insight to your multi-cloud data estate mE E EE _  EE
* Use and share data securely for innovation and growth » 2 e 3 @ seun s
* Achieve data security posture management and privacy S —
compliance — while minimizing data to reduce costs and —
energy consumption —
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OpenText™ |dentity Manager (NetlQ Identity Manager) on OpenText ™ Private Cloud CE 24.1

Consistent ldentity
Lifecycle Management in
OT Private Cloud

Increase Efficiency: Streamline access request workflows,
automate provisioning while eliminating work involved in
maintaining, patching & updating to keep IDM environment
current

* Empower users and enhance control: Grant users the
ability to manage their own access, reducing IT workload and
ensuring transparency in the process.

* Ensure compliance and security: Establish and enforce
policies across existing & new customer systems within hybrid
environments

.
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OpenText™ Fortify™ Aviator (Fortify Audit Assistant 2.0) CE 23.2

Leverage AI/ML to Prioritize
AppSec Testing Results

* Increase Efficiency: Reduction in the time that takes to
review and validate the raw application scan results

* High Efficacy: Increased accuracy with prioritized results
triage via Machine learning assisted auditing to reduce noise

* Faster Results: Identify and prioritize high impact issues from
the scans

E3 opentext”

ope ntext- | Fortify Dashboard Applications  Reports  Administration

Bill Payment Processor

Q Group by Select attributes

Syntax Guide_.

1 0 h REFRESH @ || ™ Exp

Al

D Category Primary Location
D Cross-Site Scripting: Reflected SearchStaffjsp: 11
D Cross-Site Scripting: Persistent BackDoors java: 12
D Cross-Site Scripting: Reflected SearchStaffjsp: 11
D Cross-Site Scripting: Persistent BackDoors java: 12
D SQL Injection WsSqllnjection.java
D Cross-Site Scripting: Persistent BackDoors java: 12
D Cross-5ite Scripting: Persistent BackDoors java: 12
D Cross-Site Scripting: Reflected SearchStaffjsp: 11
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OpenText™ Core Data Discovery & Risk Insights (Voltage Fusion) + OpenText™ Content Management (Extended ECM) CE 24.1

Gain visibility, apply

protections, ensure compliance

across your data lifecycle

Understand Data Risk: Discover data footprint and visualize
associated risk and privacy concerns through analysis of data

Establish Protective Controls: Take protective actions on

sensitive and personal data to minimize financial risk exposure

Ensure Compliance: Manage data sprawl and improve

your data security posture by reducing data footprint based on

business value of data

E3 opentext”

opentext” | Voltage Fusion ~ Manage > Workspaces > xECM Risk Assessment and Protection

XECM Risk Assessment and Protection OVERVIEW  WORKBOOKS  CONT

A

Categor +
& gory
R oo [
All |\
WORKBOOK T= CATEGORY DATE CREATED
Financia |
1 1 vorksp. @ Contact Data Contact 11 Minutes Ago
@ Devices and i Vehicles Devices and Vehicles 3 Minutes Ago
‘El Financia | Data Financia 2 Minutes Ago
Government
Governmen t1Ds Government Just Now
! 1% of workspace @ ' '
s @ Medical Data Medical Just Now

Just Now
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OpenText™ Fortify™ Aviator CE 24.3

Secure Smarter, Not Harder with
Al-Powered Code Fix
Suggestions

* Shred the Security Backlog: Al-powered code fix
suggestions drastically reduce the time developers spend
remediating code security issues.

 Boost Developer Productivity and Enablement. OpenText™
Fortify™ Aviator is a developer’s personal security champion,
auditing and explaining security issues in the context of their
code and terms they understand.

* Reduce friction: Rather than dropping a list of vulnerabilities
for developers to solve, Al fix suggestions integrate
seamlessly into developers' workflows for a frictionless
experience.

E3 opentext”

opentext” | Fortify ce2s2  APPLICATIONS DASHBOARD

Aviator Test » demo?2

Release Issues

Group By

@& ®

Category

)
CAY
v

> Cross-Site Scripting: Reflected
v HTML5: Missing Content Security Policy
WebSecurityConfiguration.java : 104

WebSecurityConfigurationjava : 144

5 PO

> HTMLS5: Missing Framing Protection
' JSON Injection
UserUtilsjava: 115
> Mass Assignment: Request Parameters Bound info Pe...
> Open Redirect
> Password Management: Hardcoded Password
> Path Manipulation
> 5QL Injection
> Weak Encryption
> Weak Encryption: Insecure Mode of Operation

> XML External Entity Injection

<

00000000.00..00

REPORTS  ADMINISTRATION

221213777 ~ src/mainfjava/com/microfocus/exam,

JSON Injection ) 7 SMART FIX
ecomm s Code

Fortify Aviator 2024/04/29 07:14:54 PM

The code is using the ~writeRawValue ™ method to write user input directly into a JS

inject malicious JSON content by providing a crafted email address.

While the risk of exploitation may be low in this specific context, it's generally consid

without proper validation and escaping.

To fix this issue, the user input should be properly sanitized and escaped before writ

“writeRawValue *, which will automatically escape any special characters in the input
In file src/main/javajcom/microfocus/example/utils/UserUtils java, replace line 115 by
jGeneratorwriteStringField("email”, email);

ooooooo

.
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OpenText™ Core Data Discovery & Risk Insights (Voltage Fusion) CE 24.4

Leverage instant data
protection for Al readiness

* Real-time data protection: Secure your data in
real-time after discovery, ensuring it remains
protected and compliant.

* Al-ready data: Utilize clean renditions of
protected data for Al applications, preventing
sensitive data from being fed into LLMSs.

* Enhanced data security and usability:
Safeguard your data while leveraging Al,
enhancing both security and usability for your
operations.

E3 opentext”

opentext” | Core Data Discovery & Risk Insights cE 24.4 Manage > Workspaces > Sensitive Data Discovery - Org E

A Sensitive Data Discovery - Org E
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")) DESTINATIONS ') RECENT DESTINATIONS
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NAME T= DESCRIPTION
Delete =
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>
@ FAS - Personne | Record i3 Classification: 'Health and Human Services - Human Resources - Empl...
Secure
72 FOIA Collections File System FOIA Collections Sent to File System
s Masked Renditions Masked PDF Renditions
1 s Migration Collections File System Contfents intended for migration
Expor -
s Temp Collections Temporary Files Copied To SRVO1 FS

PDF copy of 7 documents will be masked and sent to target

S —
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OpenText™ Secure Cloud CE 24.4

A self-service MSP platform to
streamline, secure, and succeed

* Integrated solutions and bundles offer a streamlined
dashboard experience with enhanced analytics

* Efficient ordering, deployment and management with
iIncreased customer and subscription insights

« Consolidate vendors to reduce complexity and
simplify sales

3 opentext-
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OpenText™ Core ldentity Foundation CE 25.1

ldentity management across
your entire environment

Manage all your identity stores so you can confidently
attest your compliance to your security mandates.

Implement workflows for your identity lifecycle and
governance changes so you can drive down your
cybersecurity costs.

Reach your zero trust objectives by enforcing least
privilege access for all your sensitive information.

E3 opentext”

opentext”| Core Identity Lifecycle Manager

& Administration

X Sy & o8 g @ n

Group Management  Dynamic Fulfillment Encryption Policy Role Management
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& Configuration Management
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C
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OpenText™ Core Threat Detection and Response CE 25.2

opentext" | Core Threat Detection and Response

Unmask Hidden Threats and
Advanced attacks
with Al-Powered Detection

« Al that learns your environment—spotting threats before
they escalate.

 Fewer false positives—focus on real threats, not noise.

- Context-rich, actionable alerts—get the full story, fast, so
you can act immediately.

« Continuous learning—gets smarter over time, adapting
to your network’s evolving needs.

« Seamless integration—enhance your existing Microsoft
Defender, Entra ID and Copilot tools with no disruption.
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OpenText™ Cybersecurity Aviator CE 25.2

opentext" | Core Threat Detection and Response

Alerts: September 27, 12:00 AM to October 4, 2024, 8:24 AM

Threat insights at your
fingertips

&l v is A = Filter

Search results by time and category e C £ Explore
- incidents

jana.lynch.01578@interset.udg.ca 12 exhibited anomalous behaviour that could be
indicative of a remote malware execution. The behaviour included usage of a rare
process hydra, communication with malicious IP 5.42.65.34 and extremely
anomalous volume of process ‘created’ events within a short period of time.

* Auto Summary — Eliminates guesswork _—

jana.lynch.01578@interset.udg.ca ' has a slightly higher than expected
2 jana.lynch.01578@inte: 0 length of a command line entry for a command

and time-consumi ng re search with natural | e s

most expected to have length 207.53; however, this entry has length 6542.

.
I I I l I I I r I It was very unusual that jana.lynch.01578@interset.udg.ca '° used a process
I I “hydra’, which has only been used on 1 day by

jana.lynch.01578@interset.udg.ca 1%,

e Threat Intelli gence enr iched— Boosts et nr s e e e
detection accu racy with hi g h contextual b rsgmae i s sy o

jana.lynch.01578@interset.udg.ca 1% has 338.97 process "Created” events in

an hour, and has at most 9263.97 pr s "Created” events in an hour;
jana.lynch.01578@interset.udg.ca '™ however, has 72315 process "Created”

relevancy

. MITRE ATT&CK alignment — Auto-
classification of MITRE ATT&CK techniques
iInvolved In risky activities. |
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OpenText™ Core EDR 25.2

= opentext" | Cybersecurity

Future proof your existing S
Investments with OpenText™ e e (5
Core EDR | -

* Seamlessly integrates with MSP technology stack

* Obtain more capabilities such as SIEM, SOAR and
vulnerability management at no additional cost

M UPDATES l DETAILS I

 MSPs with Webroot EPP customers can upgrade to
EDR with no redeployment or script changes Platform Updateﬁ
A

* Helps MSPs and RMMs to meet a key cyber
insurance requirement

Any recent updates to the platform will be shown here.
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