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OpenText Cybersecurity Cloud 

Innovations 
CE 23.1 – CE 25.2 
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Enterprise Cybersecurity Roadmaps 

Identity & Access 

Management 

Discover and Onboard Intelligence Integration Identity Foundation: ACDI (Audit, Cloud: Workflow, Access Gateway as a Risk Service integration 

Privileged Accounts with Magellan BI & Identity Lifecyle Compliance and Data Account Claiming Service with TDR / ITDR 

Reporting Management Intelligence) Authorization 

24.3 24.4 25.1 25.2 25.3 25.4 26.1 

Magellan Dashboards DAST Automated: Pull Request Decoration Advanced DAST Scan Usability Updates for Software Composition Automated DAST Macro 

for ASPM Support for Scanning with GitHub Actions Settings and Password Developer centric Reachability Analysis Generation with Aviator 

Internal Apps Integrations 

Application Security 

Testing 

24.3 24.4 25.1 25.2 25.3 25.4 26.1 

SecOps Appliances for NDR DPI (Deep Packet Patented Deconfliction Threat Hunting with Threat Hunting with Multi Space Analytics Gen AI Powered 

Deployment Inspection) Library Threat Analysis Behavioral Threat Indicators Content Management / Incident Management 

Simplification Integration EDR / NDR data and Response Security Operations 

24.3 24.4 25.1 25.2 25.3 25.4 26.1 

Improved Scanning for Data Masking for PII De Core Content Databricks and Google Improved Search for SAP S/4HANA OpenText Core Threat 

OpenText Core Content identification Management Document Integration Data Discovery, and Integration Detection & Response 

Management Migration Snowflake & Azure Integration 

Integration 

Data Security 

Digital Forensics & 

Incident Response 

24.3 24.4 25.1 25.2 25.3 25.4 26.1 

Forensic/EI Artifact Forensic/EI Artifact EI API collections, ER GA (Isolation / ER Rapid Triage at Forensic/EI Warrant Forensic/EI AEX map 

Explorer (AEX) Explorer (AEX) Support >1,000,000 Endpoints, Remediation / IoC Scale; Forensic / EI Returns; EI/ER Off VIN view; DEC TX2  Media 

Performance of Mobile Artifacts Integrated Threat Intel; Scanning / API Timeline View; EI / ER Memory Acquisition. Connector; EI/ER Off 

Improvements AEX System Artifacts Integration); IA Web Off VPN Snapshots VPN File Remediation 

Processing 

24.3 24.4 25.1 25.2 25.3 25.4 26.1 
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OpenText Tableau Forensic 

TD4 CE 23.1 

Accelerating the pace of 

standalone forensic 

acquisitions 

• Intuitive graphical user interface with touch screen display for 

ease of use 

• PCIe hot-swap for improved efficiency: an industry first 

• Fast, efficient targeted acquisitions with logical imaging 

• Forensic integrity with wipe, format and encrypt options for 

destination media 

• Compact form factor for on-scene portability 
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OpenText Recover CE 23.2 

Enable flexibility in your 

disaster recovery plans with 

public or private cloud choice 

• Reduce the risk of lost productivity and revenue 

• Improve staff efficiency through greater automation and 

orchestration 

• Manage diverse environment through a single console 

• Eliminate the expense of a physical disaster recovery site 

• Work your way with the choice of public or private cloud 

storage 
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OpenText Core Application Security (Fortify) Insight CE 23.4 

Enterprise AppSec 

posture management in 

a single pane of glass 

• Aggregate data from multiple AppSec 

sources and tools 

• Easily combine data sets into actionable 

dashboards 

• Increase efficacy with Testing at the right 

time, in the right order with advanced AppSec 

reporting 

• Focus on what’s most important, while 

enjoying the benefits of modern advanced 

filtering 
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OpenText Core Data Discovery & Risk Insights (Voltage Fusion) CE 23.4 

Data discovery powers 

protection, compliance and risk 

management 

• Discover and classify data across all repositories 

• Gain visibility and insight to your multi-cloud data estate 

• Use and share data securely for innovation and growth 

• Achieve data security posture management and privacy 

compliance – while minimizing data to reduce costs and 

energy consumption 
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OpenText Identity Manager (NetIQ Identity Manager) on OpenText Private Cloud CE 24.1 

Consistent Identity 

Lifecycle Management in 

OT Private Cloud 
• Increase Efficiency: Streamline access request workflows, 

automate provisioning while eliminating work involved in 

maintaining, patching & updating to keep IDM environment 

current 

• Empower users and enhance control: Grant users the 

ability to manage their own access, reducing IT workload and 

ensuring transparency in the process. 

• Ensure compliance and security: Establish and enforce 

policies across existing & new customer systems within hybrid 

environments 
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OpenText Fortify Aviator (Fortify Audit Assistant 2.0) CE 23.2 

Leverage AI/ML to Prioritize 

AppSec Testing Results 

• Increase Efficiency: Reduction in the time that takes to 

review and validate the raw application scan results 

• High Efficacy: Increased accuracy with prioritized results 

triage via Machine learning assisted auditing to reduce noise 

• Faster Results: Identify and prioritize high impact issues from 

the scans 
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OpenText Core Data Discovery & Risk Insights (Voltage Fusion) + OpenText Content Management (Extended ECM) CE 24.1 

Gain visibility, apply 

protections, ensure compliance 

across your data lifecycle 

• Understand Data Risk: Discover data footprint and visualize 

associated risk and privacy concerns through analysis of data 

• Establish Protective Controls: Take protective actions on 

sensitive and personal data to minimize financial risk exposure 

• Ensure Compliance: Manage data sprawl and improve 

your data security posture by reducing data footprint based on 

business value of data 
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OpenText Fortify Aviator CE 24.3 

Secure Smarter, Not Harder with 

AI-Powered Code Fix 

Suggestions 

• Shred the Security Backlog: AI-powered code fix 

suggestions drastically reduce the time developers spend 

remediating code security issues. 

• Boost 

Fortify 

Developer Productivity and Enablement: OpenText 

Aviator is a developer’s personal security champion, 

auditing and explaining security issues in the context of their 

code and terms they understand. 

• Reduce friction: Rather than dropping a list of vulnerabilities 

for developers to solve, AI fix suggestions integrate 

seamlessly into developers' workflows for a frictionless 

experience. 
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OpenText Core Data Discovery & Risk Insights (Voltage Fusion) CE 24.4 

Leverage instant data 

protection for AI readiness 

• Real-time data protection: Secure your data in 

real-time after discovery, ensuring it remains 

protected and compliant. 

• AI-ready data: Utilize clean renditions of 

protected data for AI applications, preventing 

sensitive data from being fed into LLMs. 

• Enhanced data security and usability: 

Safeguard your data while leveraging AI, 

enhancing both security and usability for your 

operations. 
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OpenText Secure Cloud CE 24.4 

A self-service MSP platform to 

streamline, secure, and succeed 

• Integrated solutions and bundles offer a streamlined 

dashboard experience with enhanced analytics 

• Efficient ordering, deployment and management with 

increased customer and subscription insights 

• Consolidate vendors to reduce complexity and 

simplify sales 
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OpenText Core Identity Foundation CE 25.1 

Identity management across 

your entire environment 

• Manage all your identity stores so you can confidently 

attest your compliance to your security mandates. 

• Implement workflows for your identity lifecycle and 

governance changes so you can drive down your 

cybersecurity costs. 

• Reach your zero trust objectives by enforcing least 

privilege access for all your sensitive information. 
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OpenText Core Threat Detection and Response CE 25.2 

Unmask Hidden Threats and 

Advanced attacks 

with AI-Powered Detection 

• AI that learns your environment—spotting threats before 

they escalate. 

• Fewer false positives—focus on real threats, not noise. 

• Context-rich, actionable alerts—get the full story, fast, so 

you can act immediately. 

• Continuous learning—gets smarter over time, adapting 

to your network’s evolving needs. 

• Seamless integration—enhance your existing Microsoft 

Defender, Entra ID and Copilot tools with no disruption. 
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OpenText Cybersecurity Aviator CE 25.2 

Threat insights at your 

fingertips 

• Auto Summary — Eliminates guesswork 

and time-consuming research with natural 

language summaries 

• Threat Intelligence enriched— Boosts 

detection accuracy with high contextual 

relevancy 

• MITRE ATT&CK alignment — Auto-

classification of MITRE ATT&CK techniques 

involved in risky activities. 
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OpenText Core EDR 25.2 

Future proof your existing 

with OpenText investments 

Core EDR 

• Seamlessly integrates with MSP technology stack

• Obtain more capabilities such as SIEM, SOAR and

vulnerability  management at no additional cost

• MSPs with Webroot EPP customers can upgrade to

EDR with no redeployment or script changes

• Helps MSPs and RMMs to meet a key cyber

insurance requirement​
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